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1
SEAMLESS SESSION HANDOVER

BACKGROUND

Some communication systems allow the user of a device,
such as a personal computer or smart phone, to conduct voice
or video calls over a packet-based computer network such as
the Internet. Such communication systems include voice or
video over internet protocol (VoIP) systems. These systems
are beneficial to the user as they are often of significantly
lower cost than conventional fixed line or mobile cellular
networks. This may particularly be the case for long-distance
communication. To use a VoIP system, the user installs and
executes client software on their device. The client software
sets up the VoIP connections as well as providing other func-
tions such as registration and authentication. In addition to
voice communication, the client may also set up connections
for other communication media such as instant messaging
(“IM”), SMS messaging, file transfer and voicemail.

Communications systems employing VoIP, or similar pro-
tocols are subject to many factors which may adversely affect
call quality. For example, data packets may be lost (perhaps
due to poor network conditions) when communication data is
transmitted across the network, thereby affecting call quality.

User devices connected over a network may communicate
data over logical communications channels which can be set
up by client software on the devices. These logical channels
may be affected by variable network conditions. Whenever
the need to switch a logical communications channel is
detected (e.g. if the logical communications channel is no
longer operational or available), the user device switches to
the next logical channel in a list of logical channels. However,
if the next logical channel in the list is not operational or
available, then this can lead to a disruption or termination in
the data communication—particularly if there are no other
available or operational logical channels in the list of logical
channels. There is therefore a need to provide seamless and
disruption-free streaming of data in variable network condi-
tions.

SUMMARY

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used to limit the scope of
the claimed subject matter.

There is provided a method of communicating data
between a first endpoint and a second endpoint. As part of the
method of communicating data, a plurality of logical com-
munications channels can be allocated between the first and
second endpoint. In dependence of a trigger, a probe message
may be transmitted from the first endpoint to the second
endpoint over each of the plurality of logical communications
channels. In dependence on the transmission of the probe
messages, the performance of each of the plurality of logical
communications channels can be determined. In dependence
on the performance determination, a first logical communi-
cations channel can be selected. Data can then be streamed
between the first and second endpoints over the first logical
communications channel.

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the present described
embodiments and to show how the same may be put into
effect, reference will now be made, by way of example, to the
following drawings in which:
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FIG. 1 shows a schematic illustration of a communication
system,

FIG. 2 is a schematic block diagram of a user device; and

FIGS. 3-3¢ are flow charts for processes of selecting a
channel for streaming data.

DETAILED DESCRIPTION

FIG. 1 shows a communication system 100 comprising a
first user 102 (“User A”) who is associated with a first user
device 104 and a second user 108 (“User B”) who is associ-
ated with a second user device 110. In other embodiments the
communication system 100 may comprise any number of
users and associated user devices. The user devices 104 and
110 can communicate over the network 106 in the communi-
cation system 100, thereby allowing the users 102 and 108 to
communicate with each other over the network 106. The
communication system 100 shown in FIG. 1is a packet-based
communication system, but other types of communication
system could be used. The network 106 may, for example, be
the Internet. Each of the user devices 104 and 110 may be, for
example, a mobile phone, a tablet, a laptop, a personal com-
puter (“PC”) (including, for example, Windows™, Mac
OS™ and Linux™ PCs), a gaming device, a television, a
personal digital assistant (“PDA”) or other embedded device
able to connect to the network 106. The user device 104 is
arranged to receive information from and output information
to the user 102 of the user device 104. The user device 104
comprises output means such as a display and speakers. The
user device 104 also comprises input means such as a keypad,
a touch-screen, a microphone for receiving audio signals
and/or a camera for capturing images of a video signal. The
user device 104 is connected to the network 106.

The user device 104 executes an instance of a communi-
cation client, provided by a software provider associated with
the communication system 100. The communication client is
a software program executed on a local processor in the user
device 104. The client performs the processing required at the
user device 104 in order for the user device 104 to transmit
and receive data over the communication system 100.

The user device 110 corresponds to the user device 104 and
executes, on a local processor, a communication client which
corresponds to the communication client executed at the user
device 104. The client at the user device 110 performs the
processing required to allow the user 108 to communicate
over the network 106 in the same way that the client at the user
device 104 performs the processing required to allow the user
102 to communicate over the network 106. The user devices
104 and 110 are endpoints in the communication system 100.
FIG. 1 shows only two users (102 and 108) and two user
devices (104 and 110) for clarity, but many more users and
user devices may be included in the communication system
100, and may communicate over the communication system
100 using respective communication clients executed on the
respective user devices.

FIG. 2 illustrates a detailed view of the user device 104 on
which is executed a communication client instance 206 for
communicating over the communication system 100. The
user device 104 comprises a central processing unit (“CPU”)
or “processing module” 202, to which is connected: output
devices such as a display 208, which may be implemented as
a touch-screen, and a speaker (or “loudspeaker”) 210 for
outputting audio signals; input devices such as a microphone
212 for receiving audio signals, a camera 216 for receiving
image data, and a keypad 218; a memory 214 for storing data;
and a network interface 220 such as a modem for communi-
cation with the network 106. The user device 104 may com-
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prise other elements than those shown in FIG. 2. The display
208, speaker 210, microphone 212, memory 214, camera 216,
keypad 218 and network interface 220 may be integrated into
the user device 104 as shown in FIG. 2. In alternative user
devices one or more of the display 208, speaker 210, micro-
phone 212, memory 214, camera 216, keypad 218 and net-
work interface 220 may not be integrated into the user device
104 and may be connected to the CPU 202 via respective
interfaces. One example of such an interface is a USB inter-
face. If the connection of the user device 104 to the network
106 via the network interface 220 is a wireless connection
then the network interface 220 may include an antenna for
wirelessly transmitting signals to the network 106 and wire-
lessly receiving signals from the network 106.

FIG. 2 also illustrates an operating system (“OS”) 204
executed on the CPU 202. Running on top of'the OS 204 is the
software of the client instance 206 of the communication
system 100. The operating system 204 manages the hardware
resources of the computer and handles data being transmitted
to and from the network 106 via the network interface 220.
The client 206 communicates with the operating system 204
and manages the connections over the communication sys-
tem. The client 206 has a client user interface which is used to
present information to the user 102 and to receive information
from the user 104. In this way, the client 206 performs the
processing required to allow the user 102 to communicate
over the communication system 100.

The communication client instance 206 on each user
device can establish logical communication channels for
communicating data. The data communicated over the logical
channels may be, for example, a data stream for streaming
media such as audio and/or video, messages such as instant
messages and/or files such as documents or photos.

One or more logical channels can be established between
the user devices by, for example, exchanging channel estab-
lishment messages. Such messages can be exchanged either
directly over the logical channel being established (e.g. if the
channel is being established over TCP, a connection between
two endpoints is made and then a message identifying a
communication context (also called a session) is sent over
that connection) or via a different logical channel established
previously (e.g. during a session, a message can be sent via a
first channel indicating that the other endpoint can expect a
second channel to be used for communication within the
session). Logical channel establishment may also involve
setting up more than two endpoints—in a case of a relayed
communication path, at least one relaying node (i.e. a relay-
ing or intermediate “endpont™) can be set up to be able to relay
the traffic between the endpoints.

The logical communications channels can be established
by the communication client instance over difterent underly-
ing protocols (e.g. UDP, TCP, etc) over different network
communication types (e.g. Ethernet, WiFi, 3G, LTE, etc). The
communication client instance can establish and maintain
more than one logical communications channel between the
endpoints. A plurality of logical communications channels
are capable of being maintained over a single physical com-
munications channel (for example, over a single WiFi chan-
nel). Each of the plurality of logical communications chan-
nels are capable of being maintained over different link layer
communications protocols. For example, if a user device is
able to connect to the network via WiFi and 3G, a particular
logical communications channel can be established and
maintained over the WiFi connection or the 3G connection.
The user devices can maintain multiple logical communica-
tions channels between them such that data is capable of
being communicated over multiple logical communications

20

30

40

45

4

channels at the same time. For example, one of the logical
communications channels can be used to stream data and, at
the same time, one or more other logical communications
channels can be used send probe message data.

FIG. 3 is a flow chart for the process of selecting a new
logical communications channel (hereinafter referred to as a
“channel”) for streaming data between a first user device and
a second user device. The process may start during the ini-
tialisation of communications between the first and second
devices. For example, during the initial setup of communica-
tions between the first and second device, a set of channels
may initially be allocated. The process may commence after
initial channel allocation. Additionally or alternatively, the
process may commence at a point during or after streaming of
data over the allocated channels.

In step S301, the process begins in response to a trigger.
The trigger may be, for example, a signal that indicates the
end of the initial channel allocation during initial set up of
communications between the first and second devices. As
discussed in further detail below, the trigger may be in
response to detecting a change or potential change in the
communications network and/or in response to a time-out.

In step S302, a probe message is sent from the first device
to the second device over an allocated channel. If the second
device receives the probe message, it responds with an
acknowledgement. The probe message may be an echo
request packet and the acknowledgement may be an echo
reply.

In step S303, the first device determines if the channel is
usable. If an acknowledgement is received before a predeter-
mined time period from sending the probe message, then this
can indicate that the performance of the channel may be
adequate and so the channel is determined or classified as
being usable or operational. If an acknowledgement is not
received before a predetermined time period from sending the
probe message, then this can indicate that the performance of
the channel may be inadequate and so the channel is deter-
mined or classified as being not usable or not operational.
Steps S302 and S303 are then repeated for all other allocated
channels established between the first and second devices.
Thus, the performance of each of the allocated channels can
be determined by either receiving a response or not receiving
a response to the respective transmitted probe messages.

In step S304, the first device determines if there are any
channels classified as being usable. If one or more channels
are classified as being usable, the process moves on to process
A shown in FIG. 3a or, in another embodiment, process A
shown in FIG. 3. If there are no channels classified as usable
(because all available channels are classified as not usable or
there are no available channels), the process moves on to step
S305.

In step S305, the first device attempts to establish one or
more new channels. In step S306, it is determined if there is at
least one new channel established. If at least one new channel
is not established, then the process moves on to step S307,
where the user of the device is informed of connectivity
problems. If at least one new channel is established, then the
process moves to step S308, where the newly established
channel is selected. In step S309, the first device streams data
to the second device over the selected channel.

In the embodiment shown in FIG. 34, in step S310, one of
the channels classified as being usable is selected for stream-
ing data. In step S311, the first device streams data to the
second device over the selected channel.

In another embodiment shown in FIG. 35, in step S312, the
number of channels classified as usable is determined. If there
is one usable channel, that channel is selected in step S314
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and the process moves on to step S315. If there is more than
one usable channel, the process moves on to step S313. In step
S313, the best quality or best performing channel is deter-
mined. The best channel can be determined from quality or
performance measurements for each channel performed at
this step or during the channel testing in steps S302 and S303.
The best channel is then selected at step S314. The selected
channel is then used for streaming data between the first and
second devices in step S315.

In another embodiment, after steps S309, S311 or S315, the
process can move on to process B, as depicted in FIG. 3c. In
step S316, the first device attempts to establish new channels
and/or re-establish channels that were classified as not opera-
tional in step S303.

The process then moves on to step S317, where the best
available channel is determined. The best channel can be
determined from quality or performance measurements for
each channel that are performed at this step. Alternatively, the
quality or performance measurements are carried out at this
step for only the newly established or re-established channels
and for the channels that were classified as operational, per-
formance measurements carried out during the channel test-
ing in steps S302 and S303 or in step S313 can be used to
determine the best available channel.

The best channel is then selected at step S318 and the data
streaming is switched or handed over to the newly selected
channel at step S319. The streaming data may be a continu-
ation of a data steam that was previously being streamed over
a different channel other then the selected channel (i.e. prior
to selecting a channel in steps S309, S311, S315 or S319, a
data stream for a session may have been streaming on a
different channel). Alternatively, the selected channel may be
the same as the channel that the data stream was being
streamed on in the session as that channel continues to have an
adequate performance or the best performance at the time of
channel testing.

As mentioned above in relation to step S301 of FIG. 3, the
process of testing the channels may be triggered in response
to detecting a change or potential change in the communica-
tions network. For example, a change in the condition of the
communications network could be indicated by a change in
the available network interfaces for the device. For example,
the device may be a smart phone that is communicating with
the second device over the allocated channels using a 3G
connection. If the smart phone then moves into a WiFi zone,
thus enabling its WiFi interface, and detects a WiFi access
point that it is able to connect to, then the smart phone could
begin communicating data over the WiFi connection instead
of the 3G connection. This change to a WiFi connection can
trigger the process of testing the allocated channels (or any
potential channels that could be allocated) so that the smart
phone is able to determine the quality of the logical channels
using the WiFi connection. As described in the process above,
the best performing available logical channel can then be
selected for streaming.

Other detectable changes or potential changes in the com-
munications network that could trigger the channel testing
process described above could be, for example: a change in
address assigned to a network interface; an interruption in
communications over the communications network; a change
in bandwidth; a change in latency or a change in a mode of
operation of a network interface (e.g. changing from GPRS
mode to EDGE mode for a smart phone or a change in WiFi
mode).

The channel testing process could also be triggered by a
measure of the quality of a data stream. For example, a data
stream over an allocated channel between user devices may
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decrease in quality (which may be measured by, for example,
streaming bit rate, etc) to below an acceptable threshold. If the
stream falls below this threshold, the channel testing process
can be triggered to enable the streaming channel to be
switched to a new, higher quality channel.

The process of channel testing can also be carried out
periodically. The channel testing could be triggered after the
expiration of a specified amount of time (i.e. a time-out)
which is restarted at the end of each time-out and/or on
selecting a new channel. The periodicity of the channel test-
ing (i.e. the amount of time between each channel test) can be
fixed or variable. For example, the device might detect that
the network connection is poor or changeable and thus the
intervals between testing could be reduced so that the best
channel is more likely to be used.

The logical channel testing process can also be used to
determine and select the best performing network connection
type. For example, in the smart phone example mentioned
above, the performance of the logical channels over 3G and
WiFi can be determined. Based on the performance of the
logical channels over each network type, the communication
client instance on the smart phone can select the network type
(3G or WiF1i) that provides the best performance for commu-
nicating data over the logical channels.

As mentioned above in relation to steps S313 and S317, the
quality of the channels can be determined. This can be
achieved by measuring, for example, the packet drop rate, the
retransmission rate, round-trip times, jitter, etc on each of the
operational channels. For example, during steps S302 and
S303, the round-trip times determined from an echo request
and received echo reply message can be measured and stored
to determine the performance of each channel. At step S313
or S317, the round trip times can be used to determine the best
performing channel (e.g. the channel with the shortest round-
trip time). The quality of the channels can be determined from
one or a combination of different measurements.

The channel testing process described above allows chan-
nels used by the transport layer to be changed while being
able to provide a continued stream flow in a manner that is
seamless for the users. The above mentioned channel testing
results enables the selection of an operational, high-quality
channel with a high probability of success. As described in
relation to step S316, the selection of a new channel can be
combined with an attempt to re-establish all the possible
channels which are not available at that given moment so that
whenever a channel able to provide improved quality of ser-
vice is established it can be used for further streaming.

As described in relation to steps S305-S309, whenever no
operational channels are detected, the seamless experience
can still be maintained by trying to establish a new channel
without the need to notify the user and thus significantly
improve the overall user experience.

The functions described herein can provide an operational
logical network connection (or session) able to successfully
transfer data which can seamlessly switch logical channels in
a manner not visible to the users. Thus the users can have an
‘always working’ session in variable network conditions (e.g.
when switching network interfaces by the OS, temporary
network outages, etc).

Generally, any of the functions described herein (e.g. the
functional steps shown in FIGS. 3-3¢) can be implemented
using software (e.g. as an application transport layer algo-
rithm), firmware, hardware (e.g., fixed logic circuitry), or a
combination of these implementations. The steps shown in
FIGS. 3-3¢ may or may not be implemented as separate steps.
The terms “module,” “functionality,” “component” and
“logic” as used herein generally represent software, firm-
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ware, hardware, or a combination thereof. In the case of a
software implementation, the module, functionality, or logic
represents program code that performs specified tasks when
executed on a processor (e.g. CPU or CPUs). The program
code can be stored in one or more computer readable memory
devices. The features of the techniques described herein are
platform-independent, meaning that the techniques may be
implemented on a variety of commercial computing plat-
forms having a variety of processors.

For example, the user devices may also include an entity
(e.g. software) that causes hardware of the user devices to
perform operations, e.g., processors functional blocks, and so
on. For example, the user devices may include a computer-
readable medium that may be configured to maintain instruc-
tions that cause the user devices, and more particularly the
operating system and associated hardware of the user devices
to perform operations. Thus, the instructions function to con-
figure the operating system and associated hardware to per-
form the operations and in this way result in transformation of
the operating system and associated hardware to perform
functions. The instructions may be provided by the computer-
readable medium to the user devices through a variety of
different configurations.

One such configuration of a computer-readable medium is
signal bearing medium and thus is configured to transmit the
instructions (e.g. as a carrier wave) to the computing device,
such as via a network. The computer-readable medium may
also be configured as a computer-readable storage medium
and thus is not a signal bearing medium. Examples of a
computer-readable storage medium include a random-access
memory (RAM), read-only memory (ROM), an optical disc,
flash memory, hard disk memory, and other memory devices
that may us magnetic, optical, and other techniques to store
instructions and other data.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific
features or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

The invention claimed is:

1. A method of communicating data between a communi-
cation client at a first endpoint and a communication client at
a second endpoint, the method comprising:

allocating a plurality of logical communications channels

between the first and second endpoint;

detecting a change or potential change in a communica-

tions network for communicating data between the first
and second endpoints;

in response to the detecting, transmitting a probe message

from the communication client of the first endpoint to
the second endpoint over each of the plurality of logical
communications channels;
measuring, by the first communication client, the perfor-
mance of each of the plurality of logical communica-
tions channels in dependence on said transmission of
probe messages, said measuring the performance com-
prising at least measuring a jitter of each of the plurality
of'logical communications channels;
selecting, in dependence on said performance measure-
ment, a first logical communications channel from the
plurality of logical communications channels; and

streaming data between the first and second endpoints over
the first logical communications channel.

2. The method of claim 1, the first endpoint being a first
device executing the communication client application and
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the second endpoint being a second device executing a cor-
responding communication client application.

3. The method of claim 1, the plurality of logical commu-
nications channels capable of being maintained over a single
physical communications channel.

4. The method of claim 1, said streaming data being a
continuation of a data steam over a logical communications
channel other than the first logical communications channel.

5. The method of claim 1, said measuring of the perfor-
mance of each of the plurality of logical communications
channels being further dependent on a response or non-re-
sponse for each of the said transmitted probe messages.

6. The method of claim 5, wherein each response to the
transmitted probe message indicates the performance of the
logical communications channel over which said probe mes-
sage was transmitted.

7. The method of claim 1, said measuring of the perfor-
mance of each of the plurality of logical communications
channels further comprising measuring: a packet drop rate, a
retransmission rate, or a round-trip time.

8. The method of claim 1, wherein the detecting the change
or potential change in the communications network for com-
municating data between the first and second endpoints, com-
prises generating a trigger that is effective to initiate the
transmitting.

9. The method of claim 1, said change or potential change
in the communications network comprising a change or
potential change in the physical network connection.

10. The method of claim 1, said change in the communi-
cation network comprising one or more of: a change in avail-
able network interfaces; a change in address of a network
interface; an interruption in communications over the com-
munications network; a change in bandwidth; a change in
latency or a change in a mode of operation of a network
interface.

11. The method of claim 1, said potential change in the
communications network comprising a change in a list of
available network interfaces.

12. The method of claim 1, further comprising establishing
one or more additional logical communications channels sub-
sequent to selecting the first logical communications channel.

13. The method of claim 1, further comprising: classifying
each of the plurality of communications channels as usable or
not usable, said classifying being dependent on said measur-
ing of performance.

14. The method of claim 13, said selecting being further
dependent on said classifying.

15. The method of claim 14, if more than one logical
communications channel is classified as usable, the logical
communications channel having the best performance and
classified as usable being selected.

16. The method of claim 13, further comprising attempting
to establish one or more additional logical communications
channels if each of the plurality of communications channels
are classified as not usable.

17. A system configured to communicate data, the system
comprising:

one or more processors; and

a computer-readable storage medium comprising instruc-

tions of a communication client, executable by the one

or more processors to configure the system to perform

operations comprising:

allocating a plurality of logical communications chan-
nels between a first and second endpoint;

detecting a change or potential change in a communica-
tions network for communicating data between the
first and second endpoints;
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in response to the detecting, transmitting a probe mes-
sage from the communication client of the first end-
point to the second endpoint over each of the plurality
of logical communications channels;

measuring, by the first communication client, the per-
formance of each of the plurality of logical commu-
nications channels in dependence on said transmis-
sion of probe messages, said measuring the
performance comprising at least measuring a jitter of
each ofthe plurality of logical communications chan-
nels;

selecting, in dependence on said performance measure-
ment, afirst logical communications channel from the
plurality of logical communications channels; and

streaming data between the first and second endpoints
over the first logical communications channel.

18. A first endpoint device configured to execute a com-
munication client to communicate data, the communication
client comprising:

a channel allocation module configured to allocate a plu-
rality of logical communications channels between the
device and a second endpoint;

a channel testing module configured to:
detect achange or potential change in a communications

network for communicating data between the firstand
second endpoints;

10

in response to the detection, transmit a probe message to
the second endpoint over each of the plurality oflogi-
cal communications channels; and

measure the performance of each of the plurality of
logical communications channels in dependence on
said transmission of probe messages, the measure-
ment of the performance comprising at least a mea-
surement of a jitter of each of the plurality of logical
communications channels;

a channel selecting module configured to select, in depen-
dence on said performance measurement, a first logical
communications channel from the plurality of logical
communications channels; and

a data communications module configured to stream data
between the device and the second endpoint over the first
logical communications channel.

19. The device of claim 18, wherein the detection of the
change or potential change in the communications network
for communicating data between the first and second end-
points, comprises generating a trigger that is effective to
initiate the transmission.

20. The device of claim 18, said change or potential change
in the communications network comprising a change or
potential change in the physical network connection.
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